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1  IN TRODUCTION  

 
These operating instructions describe the commissioning of the switches and the configuration of 
the most important basic functions. 

 
All persons using this manual should have the following skills:  

 

¶ Knowledge of how to install and operate electronic devices  

¶ Experience with using computer systems 

¶ Knowledge of Local Area Networks (LANs) and a general knowledge of IP communications 

¶ Knowledge on working with web browsers 

 

1.1 Contents 

This operating manual is divided into the following chapters: 

 
1.  Introduction 

2.  Commissioning of the switches 

3.  Diagnostic tools and firmware upgrades 

 

1.2 About Us 

In all situations where a network is required to transmit high-quality video content fast and 
securely, barox Kommunikationôs range of POWERHAUS switches guarantee pioneering 
connections.  

barox Kommunikation designs, coordinates and supplies everything from a simple, point-to-point 
connection to a large area network running multicast applications.  

 

1.3 Website 

Information on our full range of switches as well as download links to our data sheets, 
documentation and the latest firmware are available on our website: www.barox.ch. 

 

1.4 Support 

Our POWERHAUS Partners are available to help you should you have any problems or 
questions regarding the configuration of your switches.  

 

 

2  Shor t  D escr i p t i on  

 

All our RY switches are manageable, full Gigabit IP switches with layer 2/2+ functionality. We 
offer a range of different models with a varying number of optical and electrical ports which ī 
depending on the model ī can support anything up to PoE++. 

 

2.1 Special Features for Video Networks 

¶ Active Camera Monitoring 
Cameras powered via a PoE connection from the switch are continually monitored. In the case of 
a camera failure, the switch automatically restarts the camera all by itself. Should this operation 
fail, the switch automatically sends out an alarm via SNMP.  

¶ Active Monitoring of the PoE Power Supply 
Should the amount of power requested from the switch be too high, e.g. through a defective 
camera, the switch will automatically send out an alarm via SNMP.  

¶ Active Management of the Level of PoE Power Supplied  
When the switch is started up, the individual PoE ports can be started up one after another  
to avoid overloading the PoE power supply.  

http://www.barox.ch/
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¶ Other Useful Features 
Jumbo Frames up to 9,600 Bytes are supported at 1 Gbit/s and also 100 Mbit/s.  
Port security by means of MAC address restriction and IP identification. 

Readability and provision of certificates, resp. 
Extra high backplane performance for smooth video transmission at full port utilisation  

Ports using PoE can be detected at the push of a button (front panel). 

 

 

2.2 DMS (Device Management System) 

The switch is equipped with an integrated network monitoring and control system that uses  
a very simple method to provide the user with an excellent overview of the whole network.  
The network Topology View provides a quick overview of all the switches and terminal equipment 
in the network, e.g. IP cameras and servers, together with information on their respective IP 
addresses, device types and device descriptions. Plans showing the floor layout and the local 
environment can be stored as background images. These allow the user to quickly access 
specific network equipment ī even without special knowledge of the IP structure.  
Finalised plans can then be exported again and included in the documentation. 

 

 

3  Commiss i on i ng  

 

The switches can be configured using a web browser. To do this, a PC/laptop can be connected 
to any desired RJ45 port. Care should be taken to ensure that the IP address of the PC/laptop 
belongs to the same network segment as the switch. For example: 192.168.1.111. 

Alternatively, the switches can also be configured via a CLI (console port). In this document, the 
switch configuration is explained using a web browser. 

 

3.1 Factory Default and Login 

The switches are supplied with the following factory default settings: 

IP address: 192.168.1.1 

Subnet mask: 255.255.255.0 

User:  admin 

Password: admin 

 

A connection can be made to the switch by entering the IP address of the switch (192.168.1.1) 
straight into a web browser. To log in, the user simply enters the user name and password listed 
above. 

 

 

 

Once the login process has been successfully completed, the ñSystem Informationò page is 
automatically displayed showing the most important information on the switch. 
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3.2 System Information 

 

This page displays the most important information on the switch.  

 

 

 

Key: 

1. Name of the switch model 

2. Firmware version 

3. Hardware version 

4. MAC address 

 

 

  

1 

3 

2 

4 



barox Kommunikation    8 
 

3.3 Set a Static IP Address or use DHCP 

The first step is to allocate an IP address to the switch. To do this, go to the ñSwitch/System/IP 
Address/Settingsò menu in the navigation tree. 

 

 

 

Static IP Address 

In the above image, one can see that the IP address of the switch is 192.168.1.1  and that the 
subnet mask is 24 (255.255.255.0). The gateway has the IP address 192.168.1.254. 

If the switch is to be allocated a new IP address, the existing IP address is simply overwritten 
and then confirmed by clicking on the ñApplyò icon. The same applies, if the subnet mask or 
gateway address needs to be changed. 

 

DHCP 

If the switch is to be integrated into a network where a DHCP server allocates the IP addresses, 
the sliding switch ñIPv4 DHCP Client Enableò needs to be set to ñonò. 

 

The DHCP server will then allocate an IP address to the switch within the pre -defined range. 

There are now two ways of finding out which IP address has been allocated.  

 

a) Software tool, e.g.: SoftPerfect Network Scanner 

https://www.heise.de/download/product/network-scanner-13270 

 

b) Console port 

This method requires using the console cable supplied with the switch. The console port of the 
switch is an RS232 interface, i.e. a PC/laptop with a serial interface or a USB-RS232 adapter is 
required. 

To configure the switch via the CLI port, we recommend using the ñPuTTYò software. 

http://www.chip.de/downloads/PuTTY_12997392.html 

 

The factory default settings of the CLI interface are as follows: 

Bit rate: 115,200 

Data bits 8 

Parity:  None 

Stop bits: 1 

Flow control: None 

 

Once the connection is established using the serial interface, the user needs to log on using the 
user name and password. 

 

  

https://www.heise.de/download/product/network-scanner-13270
http://www.chip.de/downloads/PuTTY_12997392.html
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The following command can be used to show the IP address:  

RY-LGSP28-52/740# show ip interface brief 

 

 

 

Č  Important: This change now needs to be permanently saved. 

 

To do this, access the switch by entering the new IP address in the web browser and then click 
on the diskette symbol at the top right-hand corner. 

 
 

3.4 Time Configuration 

The system time used by barox Kommunikation switches can either be configured manually or 
via an NTP server. The whole purpose of defining the time is to use it in the log file. If an error 
message is generated, a date stamp is added to the respective entry in the log file so that the 
downtime and/or the time when the error occurred is accurately recorded which helps to localise 
the possible causes. 
 

 

3.4.1. Local Settings 

In the ñSystem/System Timeò menu, select ñUse Local Settingsò as ñClock Sourceò. The date and 
time are then manually entered in the specified format in the field next to ñSystem Dateò and then 
confirmed using the ñApplyò button. 

 

Č  If the switch is restarted, the time is deleted and needs to be re-configured as the switch 
does not have its own backup battery. 
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3.4.2. NTP (Network Time Protocol) 

The Network Time Protocol is a standard for synchronising clocks in computer systems using 
packet-based communication networks.  

 

As time servers generally broadcast Greenwich Mean Time, the ñTime Zoneò must be selected 
accordingly to ensure that a) the time is correct and b) the system switches correctly between 
summer and winter time. 

 

Configuration is done in two steps. 

The first step is to select ñUse NTP Serverò as a clock source. This activates the icon in the top 
right-hand corner of the mask ñConfigure NTP Serverò. 

Clicking the icon leads to the entry mask, which is the second step.  

 

 

However, if the time is to be retrieved from specific source, for example from a time server, NTP 
server, firewall etc., the respective IP address must be entered in the ñServer 1ò field. This is the 
only way of ensuring that the switch can actually contact the respective IP address. Up to  
5 sources can be defined. 

 

The NTP Time-Sync Interval defines the time interval used for synchronising the time. 5, 10, 15, 
30, 60 and 120 minutes are possible. 

 

If there is no time source available in oneôs own network and the time is to be retrieved from an 
external source via the Internet, it is possible to enter the external NTP server details directly, e.g. 
213.209.109.45 at http://www.pool.ntp.org/de/ 

 

As soon as the switch can access the time and date, the correct date is shown in the ñSystem 
Dateò field. 

 

 

 

 

 

 

 

 

 

 

 

  

http://www.pool.ntp.org/de/
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3.5 Port Configuration 

The ports are set to ñAutoò mode when they leave the factory. Auto-negotiation is the procedure 
which allows two connected Ethernet network ports to independently negotiate and configure  
the highest-possible transmission speed as well as the duplex mode. This procedure only  
applies to twisted pair cables ī not to fibre optic connections. 

Nevertheless, in some cases the terminal device may not be correctly recognised. This 
sometimes occurs when using a camera with a 100 Mbit/s interface. In this case, the port  
must be manually set to 100 Mbit/s. 

 

If a port is not to be used for security reasons, this can be disabled completely. In this case,  
the configuration mode should be set to ñDisabledò. 

 

 

 

 

3.5.1. SFP Port 

The SFP ports are also equipped with an Auto mode. This is different to the auto-negotiation 
procedure used by copper ports. SFP ports are only capable of recognising the transmission 
speed through auto-negotiation and only support full duplex mode. 

In some cases, a switch may not correctly detect whether an SFP is a 100 Mb or 1000 Mb model 
which will prevent the latter from functioning. In such cases, the port data rate needs to be set 
manually. 

 

 
 

The SFP ports of the switches are not coded. This means that SFPs supplied by other 
manufacturers can be used ī whereby no guarantee is supplied that these will function properly.  

 

The barox Kommunikation product range includes SFPs for multi and single mode fibres with 
transmission speeds of 100 Mbit/s, 1 Gbit/s and 10 Gbit/s. Distances of between 550 m and  
120 km can be achieved depending on the type of fibre and transmission speed.  

 

Č  Please also refer to http://www.barox.ch/cm/produkte/product/ip-produkte/zubehoer/ac-sfp 

  

http://www.barox.ch/cm/produkte/product/ip-produkte/zubehoer/ac-sfp
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3.6 Change of User Name and Password 

barox Kommunikation switches offer the option of generating a number of  users with different 
rights. Up to 15 different levels can be defined. 

Level 15 is the highest level and is intended to be used by the administrators.  

 

 

 

Another r user can be generated by clicking on ñAdd New Userò. Then the ñUser Nameò, 
ñPasswordò and ñPrivilege Levelò need to be defined. 

 

 

 

The exact range of rights applying to the new user can now be defined in the ñPrivilege Levelò 
menu. 

In the following example, the technician concerned has a privilege level of 10, i.e. he/she is 
allowed to configure everything based on his/her Read/Write rights. However, this technicianôs 
ñDebugò rights are so limited that he/she cannot even read ñDebugò data. 
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This table is highly complex which allows extremely precise rights to be granted. For example,  
it is possible to define a user who can only read the MAC table.  

 
 

3.7 Loop Protection 

In larger networks, it is very easy to accidentally, resp. unintentionally, make physical 
connections that result in a loop. If no loop protocol (e.g. RSTP) has been activated,  
the whole network hangs and becomes inoperative. 

The ñLoop Protectionò feature was specially designed to handle such situations. Once this 
feature has been activated, it is possible to define whether the  respective port should be  
shut down, merely an entry made in the log file or both (ñShutdown Port and Logò), if a loop  
is accidentally created. 

 

Č  Ports already actively running RSTP must not additionally be monitored using the  
Loop Protection feature. This would lead to massive malfunctions within the network.  

 

ñShutdown Timeò shows how long a port is to remain disabled, should a loop be detected. 
Possible time entries: 0 ï 604,800 s (7 days). If ñ0ò is entered here, the port will remain 
deactivated until the switch is rebooted. 

 

 

 

 

  


























































































































